9534 4 5 4 W R K2R ( BARIER) Vol.34 No.4
20194 12 / Journal of Hunan University of Science & Technology ( Natural Science Edition) Dec. 2019

FUB BT, SR Tt GOA-SVM B3 Ay St ik AU [0 380 R B R 22741 ( B SR B2 hi) , 2019, 34(4) :90-96. doi :
10.13582/j.cnki.1672-9102.2019.04.013

Lv Z M, Zhang Y J. Abnormal Traffic Identification Based on Improved GOA-SVM Algorithm [ J]. Journal of Hunan University of
Science and Technology ( Natural Science Edition) , 2019, 34(4) :90-96.doi ;: 10.13582/j.cnki.1672-9102.2019.04.013

B Tt GOA-SVM Bz 7 B i =125l

SAE R
(WL ol K2 R, Wb :RIX 430068 )

W EREAENEFRINENL L &P REEZA, 4 E EHL(Support Vector Machine, SVM) B, £ & 2 H 5L | T2~
KRR BRAETE, MZERSEERSH(C) LT SVM o kMg & R 2RV T4 5 SVM o o £ M4,
P — AT R A SVM 8y R S E R A 7 %, & 7 SAGOA-SVM.7E X sk b H X AT L H R e KIE R
HEREANRT, R A T NAERER K F & Fofr B e A% 4 58 2 4 4 i B 4 R B R AL M R R SRR B R b SVM &
Bt dk, ATT4R % SAGOA-SVM H kst R ¥ M E MR A F. AR BN 7 MrE UCIHEE LW ERERKA, TR B &
SAGOA-SVM 5 3% A R AT 0 20 K4 £ 1 6.
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Abnormal Traffic Identification Based on
Improved GOA-SVM Algorithm

Lv Zhaoming, Zhang Yingjiang
(School of Computer Science, Hubei University of Technology, Wuhan 430068, China)

Abstract: Accurate identification of abnormal traffic played an important role in network security. Support vector
machine (SVM) was successfully applied to classification and function approximation. However, the selection of
kernel function parameters and penalty parameters (C) played a key role in SVM classification performance. To
improve the classification performance of SVM, an abnormal traffic identification method based on improved
grasshopper optimization algorithm for optimizing SVM is proposed, named SAGOA-SVM. An experimental study
of grasshopper algorithm show that its local search ability was weak. In order to enhance the local search ability of
the algorithm, the simulated annealing algorithm ( SA) and the position offset mechanism were introduced.
Therefore, the performance of the algorithm for searching SVM parameters was improved. Experimental results on
selected 7 standard UCI datasets show that the proposed SAGOA-SVM algorithm has good classification accuracy
and performance.

Keywords: grasshopper optimization algorithm; simulated annealing algorithm; support vector machine; kernel

function; abnormal traffic identification
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] B0 A T P SR T R B S BRIV T B8 ©) MBI SVM. 94 PRl 25 B 2

TES TR VUN T, O 1 5 i SCRr I LAY 73 SRS, R FH 5 3 A SRS oA SVM S 3 G i 2
PR REOCAL S 2, B — S T AR BB ST I U1k SVM S0 F 58 )8R, 4 Sudheer C
SECTCR T R TR T RESE L 9 SVM 280010 KN, MR 5 T SV A3 R R s iR T
SETIAEFIEN SVM SR K Sayed G 1M H2 1 T3 F AL & 5L SVM S8k 5%, Hifth
RN K P W 281 ORI A s B 1 A0 0 05 5 T AR A, Hh P 4 ik
PRBEAFAE RS KR8 18002 AU 3R 8 45 () B X Se B A — e R ARABE IR T SVM (% S 80F
WA T o N B (B A 12 R B B I R AR B Gt , AT 5 B S B0 U A Sy B

WEIE A4k 7 ( Grasshopper Optimization Algorithm, GOA) ' J& Mirjalili F 2016 4F4% H it —Fp 1 %0 )2
RARHAR REPLALIT I, B AT X A 9K 5t L SR R A Y 6 B 47 R A AIF S, 5400 L SR I 1) G 2 A7 e
fE A ot — 0 8 R A RS, B HA R A 2 R R R )RR R R e Ty, SR R AR
S, BB BUL. CHR 1] B ZEUE T GOA B34 T kL T B 5 ¥ (Particle Swarm Optimization
PSO) ¢k H1 A (Firefly Algorithm, FA)  WiF & 5 ( Bat Algorithm, BA) 1% {434 1: ( Genetic Algorithm ,
GA ) 55000 AR SCHE Y — PP 3 T B gk A IR B v A4 SVM B S8 i B R B3 (SAGOA-SVM) L5 i 5] A
IR A RIS O B4 AL ] 412 v e o ) £ P 8 1 B L ofe e R e DAL R4 R 1 78 401, AT 42
LRI R R R YRR, BoE i AR SVM S8, $2 0 S5 % It a2 ) R 0IRG B S B 2 SR R < ek
P SAGOA-SVM B E42KK5 8 = T GOA-SVM, PSO-SVM, BA-SVM Fll GA-SVM &%=,

1 XFrmENRR

SRR Vapnik 2 ARG BIE IR H A —Fhp RO LA ) ik el i 1 —
T 2 2EREARGE ST, O H HAT B KA.

X FERMER] S B0, AL — AP T RS VI ZRAEAS 584270 T, XA BB - 115 8 P LA iR o

w'-x +b=0. (1)
A w Ol n ) JPRRAE ] s b AR

T AR ISR A 2 R R )

mingo(w)=%|| wll?; (2)

sty (whex, +b) =1,i=1,23,-n. (3)
Kby, K x, BZEPRIC;x, A5 i DRIER S o(+) AR R %k
KAGEARSE w™ 07, SRIGTRB 3 2588 -1 -

w'ex+b =0. (4)
NES o)
flx) =sign(w® - x +b7). (5)

XEFEAEA R E L, il I AE LN AL o (+) KRRl S BIRFAL 23 18], SR 5 FERAAE 25 (8] 6 I Loy 2]
v PE R IBUE 2 R R K (x,,x;) RIS Y IS8 C A5 TR SR i e A fn) i

n 1 n
maxW(a) = 2 a;, — ?2 yiyjaiajK(xisxj) 5 (6)
i=1 ij=1

st.0<a <C,)Y ay =0. (7)
i=1

e o, HHAEIIHFET 5 K(x,.x) WG C HERISH.
X%QIJ%{E%CI* = (al* ’a; ’“'9(11* )T’ }J\a* qjiiﬁ.?x—/l\ﬁio < ai* < Ci‘l‘%:

1

b =Y~ zyiai*K(xi’xj)' (8)

i =1
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AR ROy
F(x) = sign( ga:yxm,x,-) vh). (9)

SVM Fa3k i N B A% eR B T2 24T 4 ol VA% pR K 230 0 pR 0 A2 ) A R B0 ( RBF) T Sigmoid
PR H1 T RBE AZ0A] DURHREAS Sy 31— 5 e 28 A 25 (8], AT LA PR AS 14 26 AR M 22 )t Al e PR Y A
1, PR AR SCLAAR [ S A R RN ) SVM B s BT &R -
I x, —x; I ’

K(x,,%) = exp| - :
20

(10)

Ao WS E

NS C RIS EL o S22 RBF R 5 2 DN EESHCETI S C R iR EM WA E, C 1)
{E R 2 MBS LR, S EQZARE BRI, € /M & BRI G LR JF & FEHE A
AR SR 0 BT R SR o Pl R AR 1 SE 1L, — D AER /Y o (2 S 2 RBF B {HSF T 0, it
B MG G, — DR R o (52T 20RO BOREA B0 S [ R 8O, a2 B4 1Y
M.

PR ¥ R

S IR W I 0 A TR B 7 W e 3 R B W RS 1) SR AR RS 3 A T D S BRI i B R A, 5 HE RS 2 3
SR E IR I R W ROAT N S B A4 e e A M Ak B AT O A AR AT Y B — M B
BB ABHERR ) 2 AT, WEER AR — AL B R AR M FT A AL S ARy H AR E T H A e 0 14
RBUFTI S WERRTE d 47 1) P E () SR 4 O BB AR R
_ N e-n xj —
X =c, ;Cn D) ‘)(dij) d[j
A X B § ANMERE 0 o i ¢, HRRNTRTHEAE PR IERGE o, B 1 H58 FH AR AR
PRIHR R AIZI 3 & F1 g R38R AR Fss AW eREG dy = |x, - x; | /250 0 RfiEfIss j 2
WEIE 2 (] A RE T 5 o, S5 @ HOERRR AL 1) 5 x; 3R RG] s T, D SR R B A B AR
{ELs e, TSR, B RN & 2 DX AR e DI 5 | DX 238 il 28 8, 1 A 0k

X. _
4T, (11)

cmax cmin

c,=¢C, =Cp — 1 I (12)
e NEKRAA 5 ¢ 25 FTE e B MA s LA IGERIREL

s(r) RAL AR R B BEE S5 u A r 924, AT LK 2 FUOR I 22 (8] A4 25 18] 73 BUHE e X &
T DRI 5 | X, ik =k

s(r)=ue; -e . (13)
A s ARG T R G uw S g| J5m I s r R AR i 7 WS | JTRYTE .

SCHRL L1 ] rhPRAR A R 1 BEA G 2 (B R B i A8 4k, #E 2R O (RS T8 ) BR824k, 24— Hi
REE S ) — HWEEE 2.0 FALE, I BE B W5 | 07t B A HEF 0 FR &7 38 DX S B s (r) ITE R T 0
I, W 2 )AL T 5 RS, Bt B AT A ZE RS FEL PR W5 | X3 2 ek 0 s (r) BOAEL/N T O B, iR 22 [ 4k 3
HERR RS, I B AT 2 9 DX BB AR A e DX 2 (14) J2 55 @ ORISR AN SR 7 R IGE =2 B] fry i 2

d; =l x, —x, 1. (14)

FC15) BN § AWEER NS A~ MRS 1 B[] i

A~ X - X,

d; = 7 (15)

B3 A RO A LA B S8 e, IRk I 5 2 W 1 12 W R S I e AT FE B, TR
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REN 2R E M.
3 SAGOA-SVM & %

GOA PR INIE 1 Fros AEWEER P AL Bk R fe v sl S8 e,
SRR i 3 DX T DX 5| DX, ol R A 328 3 1) 4 AT AR AT 1) die A AR (LS
g, i T UGE UG 8T 4 R B UL AR A R SE B, B SERERLAT IR AL RN R
FEA SRR AL T AR 1 B o M, K Jie /N3 L P ARLAVE Sy FARAEL, B A ARG B
2 FARMA. HR, BIETE AU A R b SR 2 B A A B9 o B 0315803 17 1
U SRAZE W RE RO T 25 B H R {EL, R A48 25 iy o 17 VLA O R R A A9 e 1
FURRME, BEE F AR EBOR BORT 8 e 2450 4 Ry s UAE. SR 0, Sk /e kAUl #e v
MRS Z R EMERA R AR, A &G R R UL T HIUE. H
TR AR AR SR IR B KB AR BT, SR B A TR
SR BERLIE , S BORE M R AR A TS, WA L FrsFi g il oy, el B A o B H bR (E.

FT LU, 0 T IR A A R B ST e AR SCHR H SR I B BT B AL ) RIRRADLE KR T A
BRI ABELIE " SRR AR G AR AR U A ST H B L, 0 S 07 1 I A T 4 i H
BIAFL R A5 480 2 i O B S B AR A ) e B FL AL, 73 U0, SR T2 e B A L O B AL , £ >4 T4 R 2
AL AT WA, s B = (16) Fri.

p=L, + (H -L,)R;

{Xi+1 =X, + Xp.

P p A i 5 L, DA B/ ME s H, AR R R R R OV BEALEG X, MR

THAZ AL B 38 N BEAEAE S 8T HAREL, I8 BAPIR KL 2 31X 8 HARME , BRIk A
FRREHCRIRE ST, 7EIR S R th AMEREHEZ 4 B, 1T HLIE RE LA — 5 AU A8 4 52 22 B iR BB AL YE A9 H B fEL
EFLAE AR 23 A LSS SR, ] DUA SO0 58 R a1 R

SO SETE SACOA TEAR R I LRI, 2 i H AR & FEAIL A A= D #5 . e 90 S 1 el i HL AR B T 197
I FEATI R, MR T 10 06 B 1 B0t HARMA , BAR AL AEAE R G5 oy vl DUE T e e (e, (R e R A
e M Z YR EAR A B T R LG, S B MR MERE T B RS 5 197 ) A R] BEST RO Fh B S 5
SRR G FARMETT 18], 4018 2 Bz 25 HARME MRS 7 10 5 , S0l 8 S s 3 s i H PR e, A% R AR
W 3 B, L3 R U AR &t o e D0 H s (R

B 1 GOAEHR

(16)

B2 %ATEARMEE T, K AWM B3 SAGOA 3 %R

SAGOA-SVM 570 51 5B T
R 1 K SAGOA-SVM SR 5 A2 B A0/ 2 RIS FRUCH BRI AR K
5.
SR 2 UGS C A o ORI IARECIR S8, 26 SR BB VIR RO AT, SR 3 9750
WIS SVM (3L, LRI M ISR S G, DA T
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emd =[ =", num2str(v) ,"—c”,num2str( P(i,1) ), —g",num2str( P(i,2)) ] ;

fitness (1) = svmtrain ( train_label , train_set,cmd) ;

fitness ()= 100—fitness (i) ;

AP 3 (12) B 2K e, (H.

APUR 4 TR 22 8] B R AR IR X (1) SR 2 AT i o7 B

APBR S ANRBTOL B B I REEAE T2 AR FARE, S5 1 AT FARA.

AUR 6: 10 (16) TR LI A% ik SR 7, I 2T )3 1 BE A, 0 2R i B I 75 280 A T 1 2 (LA
T2 HARE, SR 2410 HAMER RS J5 138 AR, 75 ) LA 8 B384 32 3 1oy P .

IR T TR IRARAE.

PR 8 JUIBT I I A2 B R IR ARUCK, ANl IR e B 3R 3.

IR 9 i RIS ECC M o FHRAE.

AR 10 RIAIALH) C F1 o N2k SVM, Ffa i P AR B 45 2R, k4.

4 7 K KA AT
41 ZHAE

A 3 M UCT ML 28 2% X JE v ¥k & australian, iris, ® 1 SRR EE
diabetes, wine, Breast—cancer, heart fll liver X 7 FhAHBEE Hoimas BEAREL R WNZsE DRSE
FTE28s B 46 PR ARG R W36 1 TR IF & SAGOA-SVM australian 690 14 45 3%
A A T B AN libsvm, JF &£ 37355 K Intel (R) Core (TM) v:; ijz 1: ;Z ;Z
i3-2120 CPU @ 3.30 GHz,8 G RAM, Window 7 #:4F R4 H N,
MATLAB R2016a "' .2 1 86 3E A SC 42 H 19 SAGOA-SVM 2 liver 145 5 74 71
A RO, A S 1 I EAGHE Y SAGOA-SVM B3k 5Ly Breast-cancer 683 10 M2 341
GOA-SVM %3, PSO-SVM, BA-SVM Fil GA-SVM 2= 3E1 T heart 270 13 20 0

X LS.

42 SEKRNL
AR BRI SR i S B IR AL Bk RO DA R RE S G SGSVE . Dy 1 IR S50k 0 ] B 6 T A Y
BRSBTS E RNV R 60, B KRB 200, C Fil o IR RTTEEI N [27,2°] , W
THRWSESE(C, o) LRGN 2 4EF R A Bk A SE 0 B 3k 2 k.
A2 B HAKKE

"k M 2R
Cinax > Cmin Cmax = 1, €3, =0.000 04
GOA  atiractive length scale(7) 7=1.5
attraction force(u) u=0.5
annealing constant a=0.5
SA
initial temperature T =Fitness/log(5) ;
Cognitive and social constants c;=1.5,¢,=1.7
PSO
Inertial weight(w) w=0.9
Frequency (f,,;, and f,,,,) Suin=0and £, =2
BA Pulse rate(r) r=0.5
Loudness(A) A=0.7
Coding type Binary Coded
CA Select type Stochastic Universal Sampling
g Crossover probability 0.7

Mutation probability 0.9
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4.3 LWERKROSWH
H TVl SAGOA-SVM Bk RE, SLIn vt i 7 Fhan £ L 617 05 5525, I [F] GOA-SVM, PSO-
SVM, BA-SVM I GA-SVM Sk7E4 T LU A A 40 5l 7 R B A sk 57 84T 10 3, FF AR
FE P IE R THA SR A3 3 . 3R 3 h B~ F- YA a B AnbR vl 2= Th T LU S : SAGOA-SVM 4.
W R ROR . GOA-SVM, PSO-SVM, BA-SVM il GA-SVM & 3= 47, 4 2K HE #2215 T GOA-SVM,
PSO-SVM , BA-SVM Fll GA-SVM & 1.
%3 F3E SAGOA-SVM #= SI-SVM 48 24 1k

. ‘ ‘ ‘ ?ﬂﬂﬁﬁit bRifE2E _ -
SAGOA-SVM GOA-SVM PSO-SVM BA-SVM GA-SVM

australian 86.41%+0.14 86.36%+0.12 85.80%+0.37 85.51%=+0.57 86.38%=+0.19
iris 96.03%+1.14 94.93%+1.51 95.07%+0.91 95.62%+0.82 95.62%+1.03
wine 98.88%+0.87 98.54%+0.72 40.11%+1.33 93.60%+1.24 98.09%+0.72
diabetes 77.98%+0.08 77.64%+0.21 77.02%+0.16 77.46%+0.18 77.23%+1.50
liver 66.76%+0.69 61.27%+5.98 66.48%+0.85 65.77%+4.76 64.79%+3.83
Breast—cancer 97.64%+0.00 97.67%+0.09 97.67%+0.16 97.35%+0.72 97.52%+0.35
heart 82.86%+0.74 81.50%+2.48 83.46%+0.00 83.23%+0.48 78.87%+4.64

[l 4 1t SAGOA-SVM 53k 5 HAW B ILAE LR liver FRASLIEAT 10 YU 45 2R B0 il 26 ], B A it
BATUCH, AR T 6. 18] 4 GA=SVM B3k FUR s 755 9 IR B IE A% 5 T SAGOA-SVM
Sk AR A liver ERYIRZEBREIUNS Fraw, L S H AT LU H : SAGOA=SVM A{UAEF-H I 2% 1 F 3
U3 T FLAR 25 B/, IE A SAGOA-SVM 43k 4845 1 1 F GOA-SVM, PSO-SVM, BA-SVM FIGA-SVM
B U T AR SRR

B4 i SAGOA-SVM F» GA-SVM &7l 2 % BS Sk liver L69iR 2R 1

DF AR FE T SAGOA-SVM 3k ) 5 W it PUnDRAT A B BAE S3  i RU v, 5 W O
R SR 1A AL BRI Ak R UL 2 5 0 Bk 1 23 2R RE, DA I S 56 1 BT /IR A IR A4 R0 R Bk
SAGOA-SVMEBIL A 2 1.

5 %
1) SAGOA-SVM FELIEAE 4 Wit 1O IR B FOPERE B5 F GOA-SVM, PSO-SVM, BA-SVM fil GA-SVM

2) MR RENL AR TIE 0 SRR E A T A, S RV S5 A e U L OR ESGHE R 4  BEA A
3) MU DU AT 1 — BT B AR (R BE DL A B0, AR S B A 10 Hh i Ak 7k A B B, 7 LA Y
BP9 HoRE Ak &5 IR DI PSR035 10 B2 B P B A ek 8 55 05 T A T IE 9

-
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