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A New Criminal Gang Mining Algorithm

TANG Dequan', HUANG Jingui®, SHI Weigqi'
(1. Department of Information Technology, Hunan Police Academy, Changsha 410138, China;
2. College of Information Science and Engineering, Hunan Normal University, Changsha 410081, China)

Abstract: In order to utilize graph patterns to mine core gangs and key characters in criminal intelligence
networks and improve the efficiency of threat prediction and identification in criminal networks, a new core gang
mining algorithm ( CGMA) is proposed. Data set based on vast amounts of criminal intelligence network, the
undirected simple graph model is established, by improving the mining method and building candidate core gangs
set data structure. It obtains the k—gangs by join and extension of two (k+1) —gang from different graph data
statistics of the frequency. Finally, the accuracy and time complexity of the algorithm CGMA are verified on the
real data set, the algorithm avoids the problem of subgraph isomorphism in traditional graph pattern mining,
which is better than other common mining algorithms of criminal gangs. Experimental results show that the
algorithm can effectively predict the information of criminal core groups.
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min_o, WA G (143 F5 8 K F o2 F i/ D3 (o =min_o) IR A K] G FR A48 % ] g % 1 1.

W G R G — A TEEIV | =k, i VIR GITIE 4, AR 6 G 19 k—T 5 i 7, A
SCH k=TH %8 T ERR A =K FERTE T b ANTIUS I TR k- T4, WRR % 8 T4 k- Ak A8 B
A 1 R 245 BRSO R g S ik B =P K ) H B [R) - PR TR, (LA A [R) - 48 el 14
RIAT. G 2R k- AP Y S ARp BE R Tl 85 T 45 8 i B/ N SCREBE (o = min_or ), WIFRIZ KO k-0 K. k1%
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SRR, — N0 AR GE 2 2~ 10 AN IR B SR FRAK, BRI T 508 %0 B 5t B R p(2<p <
10) W48 p (EIZHE A k-0 HIK, Hdp 2<k<p.
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WX Y AR kPR T4 A X Y AILFE R (b-1) — 548 5k X A1 Y 472 AR k- Ak 7-4E
LU A (k+1) -HUK 75 Z 38 Z=Join(X,Y) , H.
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i k-AKSIR LS, k=2,3, -, p

LAIIGIE 2 DRIk S AL & 1S[2:p ], TemplS[2:p];

2.Fori=ltomdo //XENHE G, Giil

3. TempLS, «f{s | s JZ/ G 1931} ; // TempLS, *PIYICER LM R/MIUFHES.
4. LS, «Add(LS,, TemplS,); //% TemplS, FHILES I F| LS, .
5. Fork=3top do

6. TempLS, «J;

7 For eachX,_, eTemplLS, _, do

8

9

it X, G — DT C ME G TR D(D>C) AHAE then
. TempLS, «TemplS, U { Extension(X,_,, D) |; //¥ &
10. If 3Y, ,eTemplS,_, 5 X,_ 34 then
11. TempLS, < TempLS, U {Join(X,_,, Y,_ ) |; //i&E#

12. LS, «-Add(LS,, TemplS,); //# TempLS, F LK S 11 F| LS, H.
13.For k=2 to p do  //H4fg k=K AN/ N SRR BESK T A k=120 ALK
14, W LS, K femin_o B0
15.Return 1S[2,---, p].
Ho i\ 735 Add, fiRanr
TR LS, =Add(LS,, TemplS,); //8 TemplS, HHITLREGITE] LS, H.
B k=K AT PE SN LS, k=K I I 5148 TemplS, , HASC HEFF.
TR T Y k=K RS 3R LS,
q «<LS, M —PICK;
s «TempLS, 55— ITEK;
While ¢, s #iA %S do
If ¢.S=sthen //FH[EIAY k-EfKH B, S0 EE+1.
qf «q.f +15 g W F—PICEK; s«sBF—PITR;
If ¢.S<s then q.f<«q.f +1;
If  ¢.S>sthen //FRAPEA k-HK s, T2
8. 1E ¢ ZRHBHAFICE<s, 1> s s IR —PILR;
9.Return LS,.
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X Al i M, N 3@ R3], B X =Join(M,N).
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PR UEA S % COMA YIRS 2R BE AL O(m - n”) . k=12 DK B A TR T8, TR 8k =
DI 2 2 p, AT I k-PIK (k=2, - ,p) BECAEE C(n, 2)+C(n, 3)+C(n, 4)+--+C(n, p)=
O(n") X 88 k—PEIEE X m AN TR, BT UL RGN S22 O(m -+ n”).

3 HEAT

Aol G R AR SR A 8 R T M A T IR AE , S VB A /N m TR ATAK B BR p
X SEEA SR R 2 A 775 28 SE VA AE Visual Studio 2013 JF & BREE SCFF T ] Visual C++52 B, BT A3
Windows iR 28 17 . R IR 56 2052 R B Intel(R) Core(TM) i7-5600 2.6 GHz CPU,8 G NfF,1 T #fl
#% Windows 10 Professional :/E &55.

T M B R A 5 A S iy el jle = ] LU AE , T HL L S0 AR F 50 SR A A1 2 U
WO EL SRR AR A T AL B P TR A . R AR SO i e 0 B SR AR B A kAT, 4R
JETERLSERAE XSS I TRV REHEA TR IE , d5cJ A FH SCHRT 6 ] 32 1 Y SC B 5L A2 4 20 M 07 7 KMM (Key
Member Mining ) 54 SCREFEAT HOBL AP AR 56 19 £ 22800 P i e IRBOIE AR TR 8 B FRAE »
AR T B m , HAECE IR A T MR B A S S BERIL A AR S T B A B B
TN m TUEAE n HK ERR p SEAR RSO T RIS AT 45 R M STRIs AT IRCR.

3.1 REHHIREE

I 1 B m=8, n=6, p=6If, LUK 2 rh a4 R ], 5k vk COMA [ IERA A Rk

k=2, k=3, k=4, k=5 [ k-HKIIREMER | s 50 6-HkE LS, HA(012345) ————>
Freq(1) In Graph(8) , % th 45 R A& SN 6-F1fK (0 123 4 5) 7K 2 R BLRAIIR Freq Jy 1o ERER DL,
MBTRAAECF 0, 1, 2, 3, 4, 5 73 5IF0RE 2 hrysek A, B, C, D, E, F, i1 T 6-HIkK RTE G, hili i, A
IARIR Freq Ry 1ANSRFE TP S/ S HF S BIE min_o=5,0(02), (03), (23),(023), (0123)
MZGHEK, H 02, 03, 23, 023, 0123 735008 5 ARG BEK ARG 8 0T, 8 N TR SR UESE 133005 1Y IE
P IFREAF AR R i 1 al 022 k(BN W R, a2 A1 Pk 4R ) 80 sl /b, LA e AT Kk 4R MK 2
TR/ 6 A IR A O P RS it il 2 9/

R 2 HH m=50, n=15, p=7 0F, I UEAIR] k (A 55 1F FEE 55 BB R OC R,

MK R Bt 5 & DGR INR 2 Firzs. 138 2 Wl B & (AW R, k=LA B A it AN ks . oh 1
ke AR AR ONEL, R— K 0 K2 I, HC A A0 23 0820, A%0 B AKBCRR B 2 3 /0. 24 min_or 3K
I, %0 K B SR 36 2 v/ INSCHRRE (RS0 8, 12, 15 7 20 B, 420 Ik i 0 U il
M k=5 i}, min_o =20 Z.LBUKEE N 0,24 k=7 i, min_g = 15 Fl min_o =20 .0 F{kEEEHS R 0.

3.2 EXHURE&E

COMA H: iy HAER AR B T B G 2T & B 52 %01 6 LA R 48 2 22T KRB o o ik
JAE WAL T R Y R K 4R (Intranet datasets) A5 4 42 (Extranet datasets) , Horf YR 2% AR
ik 1008 K, Bt 1 104 {Z BRI 5% 5 SMR A I Z8 Bl 4 37 KK, Bty S AL AR 3% B A
Bl S V5 S U F A A A S RS B T A Sl M A SRR AL B SRR T TR R A
SCAHRFZIRCT 9 KSAUAR P8R | 4055 53 D TI R BE bR 4 320 K BE 5 R.

I3 FHE m=270, n=53, p=10 i, LB IEE DI UEA [ & (EXF 5% COMA $AT I 8] AY
AR

P 3 J2 k(B S5 s AT I ] 25251 fy 18] 3 W] 1 7E3) B 4l ST 5 BUE 4R b B k(R A TS R,
AR BATI RIS WG , X AAIESE COMA SEvA ) FE 2 B R A4 O (n”) L2 AE 4R -k (k=2,---,
p) %GR |

BOE /N SCHFEEBI{E min_o=50% , k=5, BRI EUR A AR | R 1 =320. 181 4 J97E 2 DMEHRAE P, A
(i) A PR S 00 X RS A A T I TR A 200y 1] 4 ) 601 < A [ B3040 £ /N B 2R A5 & — 9 A =) i ]
AR, X QL IRIE 1 A e A A 1 45
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k1 BB R B ARSI A LS,
LS, LS, LS, LS;
(01) =——==>Freq(2) In  (012) ——==>Freq(4) In Graph(2 3 4 8) (0123) ——==>Freq(5) In (01234) ———->Freq
Graph(12) (013) =——==>Freq(3) In Graph(1238) Graph(12348) (2) In Graph(4 8)
(02) ——==>Freq(6) In (014) ——=->Freq(1) In Graph(8) (0124) ———->Freq(2) In (01235) ———->Freq
Graph(2346738) (015) =——==>Freq(1) In Graph(8) Graph(4 8) (1) In Graph(8)
(03) —===>Freq(5) In (023) ———=>Freq(6) In Graph(123468) (0125) ——==>Freq(1) In (01245) ———->Freq
Graph(12468) (024) ——==>Freq(3) In Graph(4 7 8) Graph(8) (1) In Graph(8)
(04) ——==>Freq(1) In  (025) ——==>Freq(2) In Graph(6 8) (0134) ———->Freq(2) In (01345) ———->Freq
Graph(8) (026) ——==>Freq(1) In Graph(7) Graph(4 8) (1) In Graph(8)
(05) =—===>Freq(2) In (034) ——=->Freq(3) In Graph(4 6 8) (0135) ———->Freq(1) In (02345) ———->Freq
Graph(6 8) (035) ——==>Freq(2) In Graph(6 8) Graph(8) (2) In Graph(6 8)
(12) ====>Freq(3) In (045) ——==>Freq(2) In Graph(6 8) (0145) ———->Freq(1) In (12345) ———->Freq
Graph(3 4 8) (123) ====>Freq(4) In Graph(1 34 8) Graph(8) (1) In Graph(8)
(13) ====>Freq(2) In (124) ——==>Freq(3) In Graph(4 5 8) (0234) ———->Freq(3) In
Graph(1 8) (125) =——==>Freq(1) In Graph(8) Graph(4 6 8)
(14) =—===>Freq(3) In (134) ——==>Freq(3) In Graph(4 5 8) (0235) ———->Freq(2) In
Graph(4 5 8) (135) =——==>Freq(1) In Graph(8) Graph(6 8)
(15) =—===>Freq(1) In (145) ——==>Freq(1) In Graph(8) (0245) ———->Freq(2) In
Graph(8) (234) ——==>Freq(4) In Graph(4 56 8) Graph(6 8)
(23) ====>Freq(7) In (235) ——=->Freq(1) In Graph(6) (0246) ——==>Freq(1) In
Graph(12345638) (245) ——==>Freq(2) In Graph(6 8) Graph(7)
(24) —===>Freq(4) In (246) ———->Freq(1) In Graph(7) (0345) ——==>Freq(2) In
Graph(4 57 8) (345) ——==>Freq(1) In Graph(6) Graph(6 8)
(25) ====>Freq(1) In (1234) ——==>Freq(3) In
Graph(6) Graph(4 5 8)
(26) —===>Freq(1) In (1235) ——==>Freq(1) In
Graph(7) Graph(8)
(34) ——==>Freq(3) In (1245) ——==>Freq(1) In
Graph(4 5 6) Graph(8)
(45) ——==>Freq(2) In (1345) ——==>Freq(1) In
Graph(6 8) Graph(8)
(46) ——==>Freq(1) In (2345) ———-=>Freq(2) In
Graph(7) Graph(6 8)
A2 AKREREFLEOXAZ
kAH 2 3 4 5 6 7
k—-Fk$ 105 455 1 365 3003 5 005 6 435
min_o =8 105 455 1 365 2979 4676 4987
min_g=12 105 455 1199 1218 563 140
min_g =15 105 391 405 108 7 0
min_g =20 79 59 4 0 0 0
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